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Das Probl emé

A Die Komplexitat von IT-Systemen steigt standig
A Mondlandung mit 7.500 Lines of Code
A Heute: F-35 fighter jet: 5,7 Mio; Boeing 787: 6,5 Mio;
Mercedes S-Klasse: 20 Mio; Chevrolet Volt: 100 Mio.
A Systeme werden immer mehr vernetzt
A Internet-of-Things, Always-on, Pervasive Computing
A M2M (Machine-to-Machine) Communication
A Virtual Infrastrucutures (Cloud), etc.

A Industrietrend hin zu offenen Netzwerkarchitekturen
A Offene Protokolle (e.g. All over IP)
A Héhere Anzahl an Ahird partiesfi

A Die Abhangigkeit von IKT Systemen steigt
A Smart Grid, Smart Home, Smart City, Smart Phone
A eGovernment, eCommerce, eHealth, eMobility
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ICT Security Research @ AIT

A Forschungsthemen

A Security Engineering of large and
complex systems

A Facilitating Security by Design

A National Cyber Defense

A Efficiently security large-scale service-
oriented architectures

A Cloud Computing for high-assurance
applications

A Security and Risk Management for
Smart Grids and Critical Infrastructures

A Next Generation Key Management for
Encryption
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Tools, Methodologies

+

Secure Systems
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Standortbestimmu ng / AITamsu,mvw'ﬁ
Questionnaire

A Botnet C\
4
A Zero-Day ?

Die gute und die schlechte T v
Nachricht é

Es gibt nichts

was es nicht Der erste Schutz ist

der gesunde
Menschenverstand!

gibt!

dem neuesten Stand. Zum Update klicken Sie

/_ﬂ Ihr Gesunder Menschenverstand ist nicht auf
A bitte OK

‘: € abbrechen | | ok |
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Eine kurze Geschichte der AIT&’?EE!ML'&V’“E

Cyberkriminalit?ate
A 1969

Start des ARPANET mit 5 Rechnern
A 1971

Creeper - erste selbstreproduzierende Software
A 1972 .

Captain Crunch i Phreaking i Anjectioni At t ac ken
A 1979

Kevin Mitnick hackt Digital Equipment Corp.
A 1981 .

Elk Cloneri er st er thdawiusddiAianuf App

A 1987
Stoned T weit verbreiteter Virus auf IBM P C 6 s
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Eine kurze Geschichte der Py | | —
Cyberkriminalit?2teée
A 1988
Morris T Wurm verbreitet sich im Internet
A 1999
Melissa i Makrovirus, Verbreitung per E-Mail
A 2000
Mafiaboy 1 Denial-of-Service T Yahoo, Amazon, ...
A 2000
I Love You T Millionen von P C drdiziert
A 2001
NIMDA T fiunf verschiedene Infektionswege
A 2004

Sasser i Firmen im Betrieb gestort
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Eine kurze Geschichte der AIT@E{EL‘,MW“E
Cyberkriminalit?2te

A 2007

Storm Worm i Botnet (1-10 MioP C § s
A 2007

Cyber-Angriffe auf Estland
A 2008

Torpig i Rootkit, stiehlt Passwort, schaltet AV aus
A 2008

Conficker i Online-Update, 9-15 Mio P C drdiziert
A 2009

Aurora i Cyber-Spionage bei Google & Co.
A 2010

Stuxneti eine neue Kategorie von Malware
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Aktuelle Vorfalle rs

Anonymous A-Malddcouft[1B MI
Twitter-Account von Nachrichtenagentur AP gehackt [2]
Apple und Facebook Entwickler-P C é&gshackt [3]
Darkleech infiziert reihenweise Apache-Server [4]

A G| oirieankt slows a f tbiggest attack in historyé i Spamhaus
DDoS [5]

Emissionsrechtehandel wird aus Angst vor Trojaner ausgesetzt [5]
A é

> >y > >

p>N

[1] http://derstandard.at/1363708671942/Anonymous-veroeffentlicht-weitere-BMI-Mails-mit-Zugangsdaten

[2] http://www.heise.de/security/meldung/Twitter-Account-der-Nachrichtenagentur-Associated-Press-gehackt-
1848272.html

[3] http://www.zdnet.com/apple-facebook-employees-hacked-via-website-malware-java-vulnerability-7000011601/
[4] http://www.heise.de/security/meldung/Darkleech-infiziert-reihenweise-Apache-Server-1833910.html

[5] http://arstechnica.com/security/2013/03/spamhaus-ddos-grows-to-internet-threatening-size/

[5] http://www.emissionshandelsregister.at/service/recent_info/items/news132.html
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Warum macht jemand sowas?

A Technische Spielereien
A Beweisen was machbar ist
A Selbstdarstellung = e , i

A Wettkampfe, Rivalitaten

Heute geht es um Geld!!!
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Aktuelle Preisliste

Overall Rank Percentage
2009 2008 2009 2008 | Range of Prices
1 1

Credit card information 19% 32%  $0.85-%30
2 2 Bank account credentials 19% 19%  $15-%850
3 3 Email accounts 7% 5% @ $1-%20
a4 4 Email addresses 7% 5%  $1.70/MB-$15/MB
5 9 Shell scripts 6% 3% @ $2-%5
6 6 Full identities 5% 4% $0.70-%20
7 13 Credit card dumps 5% 2% | $4-$150
8 7 Mailers 4% 3% | $4-%10
9 8 Cash-out services 4% 3%  $0-$600 plus 50%-60%
10 12 Website administration credentials 4% 3%  $2-%30

Table 5. Goods and services advertised on underground economy servers
Source: Symantec

Quelle: Symantec Global Internet Security Threat Report XV, April 2010
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Russian Business Network

A 150 Mio. Dollar Umsatz pro Jahr [1]

A Spam

A Malware

A Phishing

A Bulletproof hosting

A etc.

[1] http://technology.timesonline.co.uk/tol/news/tech_and_web/the_web/article2844031.ece
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Ausmaf der organisierten T v
Cyberkriminalitat

A Genaue Informationen schwer ermittelbar

A Umsatz wird auf 1 Milliarde US$ pro Jahr geschétzt [1]
A In ahnlichen GréRenordnungen wie Drogenkriminalitét
A Jahrlich 750 Mrd. Euro Schaden weltweit (Europol [2])

A Fir mehr Infos zum Cybercrime-Businessmodell:
http://us.trendmicro.com/imperia/md/content/us/trendwatch/researchandanal
ysis/wp04 _cybercrime_1003017us.pdf

[1] http://iwww.scmagazineuk.com/cyber-crime-is-a-lucrative-trade-and-its-growing/article/178317/

[2] http://derstandard.at/1293369927261/Europol-750-Mrd-Euro-Schaden-pro-Jahr-weltweit-durch-
Cybercrime
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Herkunft der Malware

2009 Activity Rank

Overall Rank Percentage Malicious M
2009 2008 2009 2008 Code Zombies Hosts Origin

1 1 United States 19% 23% 1 6 1 1 1

2 2 China 8% 9% 3 8 6 2 2

3 5 Brazil 6% 4% 5 1 12 3 6

4 3 Germany 5% 6% 21 7 2 5 3

5 11 India A% 3% 2 3 21 20 18

6 4 United Kingdom 3% 5% 4 19 7 14 4

7 12 Russia 3% 2% 12 2 5 19 10

8 10 Poland 3% 3% ) 4 8 8 17

9 ltaly 3% 3% 16 9 18 6

10 Spain 3% 4% 14 11 11 7 9

Table 1. Malicious activity by country
Source: Symantec Corporation

Quelle: Symantec Global Internet Security Threat Report XV, April 2010
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Weitere Motive

A Spionage i Industrie, Wirschaft, Militar
A NASA, Sandia National Labs, etc. i 2003 (Titan Rain) [1]
A Google, Adobe, Juniper, etc. - 2009 (Aurora) [2]
A Osterreichisches AuRenministerium, 2010 [3]

A Cyberwar
A Estland, 2007 [3]
A USA, Sudkorea 2009 [4]

ADie Technologie ist die gleich

[1]http://www.time.com/time/magazine/article/0,9171,1098961-1,00.html
[2]http://www.zdnet.de/sicherheits_analysen_aurora_angriff_mit_ie_exploit_aus_china_auf_google_und_den
rest_der_welt_story-39001544-41525729-1.htm

[3]http://kurier.at/nachrichten/2037711.php
[4]http://www.guardian.co.uk/world/2007/may/17/topstories3.russia

JBlhttp/news.bbc.co.uk/2/hi/asia-pacific/8142282.stm 16
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Wie kommt das Zeug auf meinen AIT@?*EE!%L’&W“

PC?

Netzwerk

B9
0‘0
Websurfen 'd Dokumente
B Lo
.‘o ™\ \/

e o

E-Malil
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Datentrager

17

Was fir Arten von Schadsoftware T e

bzw. Angriffen gibt es derzeit?

A Spam

A Viren

A Trojaner, Adware, Spyware
A Scareware

A Drive-by Downloads

A Exploits, Zero-Day

A Phishing

A Rootkits

A Botnetze

07.05.2013
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Spam
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Spamversender nach Land

United States 16.37%
india 7.32% || NG
Brazil 5.83%
United Kingdom 4.32% [
France 4.04%
s Korea 3.8% [
Germany 3.44%
Russia 3.23% [
Italy 3.14%
Vietnam 2.97% [}
Romania 2.35%
spain 2.14% [}
Other 22.30%

07.05.2013 Quelle: Sophos Security Threat Report 2011 "
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Spam - Inhalte

5
5% s 556
7% 1% 2%
8% \
. 7%
24% a Y
15% o ‘ ~
15%
.
16% 19% k 17%
| — | —
2008 2009
. “419” type . Fraud B Leisure
W Aduit [l Health Political
. Commercial products . Internet . Scams
07.05.2013 M Financial .

Quelle: Symantec Global Internet Security Threat Report XV, April 2010
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Spam - Inhalte

AAAngebot e
ADi e Ablaue Pillef bameer
kaufen

A Viren
A'l Love You
A AnnaKournikova.jpg.vbs

A Trojaner
A FBI / Bundeskriminalamt
A Rechnungen

07.05.2013 22
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Spam - Inhalte

A Phishing
A eBay, Paypal
ABitte aktualisi ®a¢emrndi e |
A Online-Banking
A etc.

A Betrug
A Nigeria Connection
A Penny Stocks
A Money mules

07.05.2013 23
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Computervirus

ASoftware, die sich in einem
und so weiterverbreitet

A Diskette / Bootsektor

A Applikationsprogramm

A Dokument (Word, Excel, OpenOffice)
A USB-Stick

07.05.2013 24
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Antivirensoftware

A Zeitpunkt der Analyse
A On-Access Wachter
A On-Demand Scan
A Virencheck am Mail-Gateway bzw. Web-Gateway

A Art der Erkennung
A Signaturbasierte Erkennung i Updates!!!
A Heuristischer Ansatz
A Verhaltenserkennung

07.05.2013 25

Unique Samples Added

Anzahl der neuen Virensignaturen AT
pro Monat!

New Unique Samples Added to AV-Test.org's Malware Collection

1,425,000
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1,275,000 /
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50 Mio. Viren (Jan. 2011)
New unique samples added to AV-Test's malware repository (2000-2010)
20.000.000
18.000.000
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16.000.000 Nov
o
14.000.000 Oct
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12.000.000 Aug
y Jul
10.000.000 ® Jun
B May
8.000.000 W Apr
W Mar
6.000.000~" B Feb
4.000.000 M jan
2.000.000
Ay A Ay A a2
2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010
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Antivirus-Tools

A Diverse Hersteller - http://www.av-test.org/

A ClamAV:
http://www.clamav.net/lang/en/

A Fir Windows-V M 8Js

A Microsoft Security Essentials:
http://www.microsoft.com/security essentials/

A AVG Free Antivirus:
http://free.avg.com/de-de/startseite

A McAfee Stinger: http://vil.nai.com/vil/stinger/

A Virustotal: http://www.virustotal.com/
A Anubis: http://anubis.iseclab.org/

07.05.2013 28
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Vorsicht: Fake-AV MV

TR

[

7 You are protected.

Antivirus

~_AVG Antivirus 2011

B AVG
Anti-Virus

s ow

Scan for threats

:g - Full compuster scan !’ = Remove threats
\ /\( wise the full sence scanto \C— | Detects, removes, and biodks all

L"

& hodkeverthing. types of spyware and adware
thinats.
Fie Nome Thest Aot leved stanss
A CVINDOWS|SOftureDistrbuti,.  Spynae BRI, Low Adtive
rstamazicomaddi, Key) 03, Hch Adhe
owslepstanaziconsves... Emal-Womah.., Qe Adtive
WK Low Adive
... Hgh Acve =
{3 .. Hgh Atthve
. omcd Adive I
mah.,.  COricyl Adtve vl
2
00w
Sattme:  S0I9PM Time slpzed: 1 minuke(s) 02 second(s)
Ttams scomned: Theatsfund: 22
Ttam: -
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Trojaner/Adware/Spyware

A Ein Programm, das etwas anderes macht als gedacht

A Adware: Werbung (Desktop, Popups, etc)

A Spyware: ausspéhen personlicher Informationen (E-Mail-
Adressen, Passworter, Bildschirminhalte, etc.)

A Dialer: anrufen kostenpflichtiger Nummern
A Ransomware: Erpressung

07.05.2013 30
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Scareware

W Personal Antivirus

i
\

1#A  Activate product

4%; Update product

Personal

‘ Scanning for threats

-

i/ Full computer scan
—

File Name
B C:\Program Files\Common Fies\Microsoft Shared...

B C:\Program Files\Common Fies\MSSoap\Bnanes\m. 7y

AlTamewm"m

Get full time protection

/ Remove threats

Resuk/infection

Infected: W32.Downadup.C - Worm
Infected: W32,Downadup.C - Worm
Infected: ious,Harakit - Trojan, Yirus

B C:\Program Files\Common

B ADvnnram Elach Camman Elar Suckami Ala N Ala

a ogram Files\Common Fes\Systemimsadecims...
I C:\Program Files\Common Files\System\msadcims...

Infected: W32,Pavsee.C - Yirus
Infected: Exploit-TarcDrop.g - Exploit
Tnfarkad: Mokt Win%) Vidn - Dnksmarnhic e

> v

<

Statistics Objects scanned: 11779
e Threats found: 380
Elapsed time: 1 minute{s) 56 second(s)
Currently scanning: C:\ (Local Disk)
Current object: C:AWINDOWS\system32iwbdbase.esn

Pause | I Stop
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Scareware

& Windows Security Alert

P

¢ To help protect your computer, Windows Firewall has detected activity of
harmful software.

Do you want to block this software from sending data over the Internet?

Narme: Trojan-Spy.Win32.GreenScreen

RiskLevel  CRITICAL

Description:  This is spy trojan that instells 2self to the system, hides itself and then
captures screen images and saves them to disk files in encrypted form.
Thus & alows to a hacker to watch screen images.

Unblack Enable Protection

Windows F activity, but & cannot help you to
remove viruses, Wmmsmmﬁs!mmmmmﬂnmmnw
your computer, including your Cred Card data and access passwords 1o the online resources you

use. Cick here to pick recommended software to resolve this issue.

07.05.2013 32
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Scareware

AI TB??EEWEL’E ik

@ Reported Attack Site! - Mozilla Firefox

File Edit View Higtory Bookmarks Iools Help

“c X a@ - [93-
£ Most Visited @ Getting Started 3, Latest Headlines
[5] Reported Attack Site! |

Reported Attack Site!
This web site has been reported as an attack site and has

been blocked based on your security preference

Attack sites try to install programs that steal private information, use your
computer to attack others, or damage your system.

Some attack sites intentionally distribute harmful software, but many are
compromised without the knowledge or permission of their owners.

K= Firefox Tip: Use reliable solution for Malware Protection. ll Update now

Getme our of here and upgrade How can | be protected?

Done

07.05.2013

Scareware
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