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* Benutzer(selbst)Schutz - fir den interessierten Anwender
* Praktische Beispiele und Hintergriinde (Wie & Warum)
= Basierend auf Ubuntu 12.04 LTS

26/04/13



AI I AUSTRIAN INSTITUTE
OF TECHNOLOGY

Authentifizierung - Tips

= Sicheres Passwort

® > 8 Zeichen
® Buchstaben, Zahlen, Sonderzeichen

* Keine automatische Anmeldung
* Bildschirmschoner
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Warum? - Wie sieht ein Passwort aus?

+

+ + +-

| Host | User | Password |

+ + + +-

| any | admin | 212321297a57a5a743894a0ed4a801fc3 |
+ + + +-

| Host | User | Password

+ + + +-

| any | fritz | Xxj31ZMT ZzkVA |
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"Entschlisselung" mit Google

GOUglC 212321207a57a5a743894a0e4a801ic3 [ o |

Web  Images  Maps  Shopping  More~  Search tools

About 1,070,000 resuits (0.11 seconds)

212321297a57a5a743894a0e4a801fc3 MDS at MD5rainbow.com
www.mdSrainbow.com/21232{297a57a5a743894a0e4a801fc3
212321297a57a5a743894a0e4a8017c3 Decrypted MDS.

Decrypt MD5 hash 21232f297a57a5a743894a0e4a801fc3
wwa.md3-hash.com/mds...[21232f297a57a5a743894a0e4a801fc3
40+ items — ... string for MD5 hash 212321297a57a5a743894a0e4a801c3.
md2(admin 3e3e6b0e5c1c68644ic5ce3ci060211d

mdS{admin 21232{207a57a5a743894a0edaB01fc3

Google Hash: mdS(admin) = 21232f297a57a5a743894a0e4a801fc3
www.nth-dimension.org.uk/utils/ghash.php?wordvalue=admin

=2 . Next >> - 000000 00000000 0007
007 007007 0246 0249 1 111 1022 10snel 111111 121212 1225 123 ...
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Wie funktioniert "Entschlisselung” - Beispiel. crypt()

@) Applications Places -] %) s = N 4) 11:24AM 2
@™ markus@markus-laptop: ~

File Edit View Search Terminal Help

markus@markus-laptop:~$ perl -e 'print(crypt("password","xx")."\n")';
XXJj31ZMTZzkVA

markus@markus-laptop:~$ perl -e 'print(crypt("password","ab")."\n")"';
abJnggxhB/yWI

markus@markus-laptop:~$ perl -e 'print(crypt("password","zz")."\n")';
ZZKRwXSu3tt8s

markus@markus-laptop:~$ perl -e 'print(crypt("password","Z1")."\n")"';
Z1MgYscNLv8VA

markus@markus-laptop:~$ perl -e 'print(crypt("password","xx")."\n")';
XXjBIZMTZZkVA

markus@markus-laptop:~$ D

26/04/13



AI I AUSTRIAN INSTITUTE
OF TECHNOLOGY

Authentifizierung-Konfiguration

System Settings

ttings

Appearance Brightness Keyboard Language Online

User Accounts

User Accounts

My Account 4
; markus
_

Administrator

Other Accounts

Account type Administrator

Language English

franz
' standard Login Options i) M
Password ssess 5 E
Automatic Login FF 6
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Bildschrimschoner

® Applications Places (-] %) % MR B

Screensaver Preferences (XScreensaver 5.15, 28-Sep-2011)
File Help

Display Modes | Advanced

Trongit
Mode: | Random Screen saver
@ Superquadrics
@ Surfaces
@ swirl
@ Tangram
Thornbird
@ TimeTunnel
@ TopBlock
@ Triangle
@ Tronsit

Blank After (10 |3 minutes

cycleAfter (10 2| minutes

Preview Settings.

@ Lodkscreenatter (B 12| minutes

9
arkus@markus-laptop:~$ xscreensaver
screensaver xscreensaver -getimage-fil|
screensaver -command Xxscreensaver-getimage-vid
Ixscreensaver -demo xscreensaver-gl-helper
screensaver -getimage Xxscreensaver - text
arkus@markus-laptop:~$ xscreensaver-demo

AUSTRIAN INSTITUTE
OF TECHNOLOGY



AI I AUSTRIAN INSTITUTE
OF TECHNOLOGY

Sichere Websites

* .. haben ein Sicherheits-Zertifikat
= Zertifikat wurde von jemandem ausgefertigt
* Ein vertrauenswurdiger Ausfertiger "ist dem Betriebssystem bekannt"
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https Beispiele

File Edit tory Bookmarks Tools Helg

G c x o

( '5 Sparkasse.at II:@

.sparkasse.at/sgruppew

File Edit View History Bookmarks
T

ReEr- C X N (.: ',j PayPal, Inc. fLVS}w .paypal.com/de/c(
—
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Welche Software?

= Nur die nétigste Software
= Services stoppen
* Update, update, update, ...
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Ubuntu Software Center

IFile Edit View Help

e € . L. O r-ol-

Allsoftware installed Histoy

) Common UNIX Printing System(tm) -
(M= server

@ Installed Remove

These programs are run from a terminal:

The Common UNIXprintingSystem (or CUPS(tm) is  priting

system and general replacement for [pd and the like.

supports the Internet Printing Protocol (IPP), ahdnaswlsown
ling various d

P thecl  related

markus@markus-laptop:~$ dpkg --list|grep cups
il bluez- 4.98-2ubuntu7
Bluetooth printer driver for CUPS

il 1.5.3-0ubuntué
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Was ist cups und welche version version verwende ich?



AT,

Ist meine Version gefahrdet?

GOL)gle cupsd exploit

26/04/13

Web Images Maps Shopping More ¥ Search tools

About 45,400 results (0.31 seconds)

CUPS < 1.3.8-4 (pstopdf filter) Privilege Escalation Exploit
www.exploit-db.com/exploits/7550/

Dec 22, 2008 — Note: * * This exploit only works under the (rare) conditions that cupsd
executes * external filters as a privileged user, a printer on the system ...

CUPS Cupsd Request Method Denial Of Service Vulnerability
www.securityfocus.com/bid/7637/exploit

SecurityFocus is designed to facilitate discussion on computer security related topics.
create computer security awareness, and to provide the Intemet's largest ...

ISS X-Force Database: cups-cupsd-code-execution(62882): CUPS ...
xforce.iss.net/xforce/xfdb/62882

Oct 28, 2010 - ... corruption eror in the CUPS daemon (cupsd). By sending a specially-
crafted IPP request, a remote attacker could exploit this vulnerability to ...
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Software Updates - HowTo

File Edit View

Software Sources

Ubuntu Software Other Software Updates = Authentication Statistics

Install updates from:
& Important security updates (precise-security)
& Recommended updates (precise-updates)
Accessories | Pre-released updates (precise-proposed)
Eucea i & Unsupported updates (precise-backports)
Developer Tools

EQiS Automatically check for updates: | Daily v
Fonts
Games When there are security updates: | Display immediately A
Graphics

When there are other updates: | Display weekly v
Internet

P
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Festplatten Verschlisselung

* /home auf eigner partition erméglicht Verschliisselung und "verstecken"
der Daten

= USB Stick - kann mit sensitiven daten versehen verloren gehen.
* Ubuntu standard tool: Disk Utility




Disk Utility Beispiel 1

Generic Flash Disk (Generic Flash Disk) [/dev/sdc] — Disk Utility

AUSTRIAN INSTITUTE
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File Help
Storage Devices
Local storage
= markus@localhost
() SATA Host Adapter
(&6 series/c200 se...A AHCI Controller
256 GB Solid-State Disk
ATA LITEONIT LCT-256M35
CD/DVD Drive
TSSTcorp TSSTC...+/-RW TS-Us33)
(i Peripheral Devices
& uss, Firewire and other peripherals
Generic Ultra HS-SD/MMC
Generic Ultra HS-SD/MMC

26/04/13

Drive
Model: Generic Flash Disk
Firmware Version: 8.07
Location:
Write Cache:
Capacity: 4.1 GB (4,089,446,400 bykes)
Partitioning: Master Boot Record

# FormatDrive
Erase or partition the drive

S Benchmark
Measure drive performance

Volumes

Serial Number: ABBF50E9

World Wide Name:

Device: /dev/sdc
Rotation Rate: -

Connection: USB at 480.0 Mb/s.
SMARTStatus: @ NotSupported

s safeRemoval
Power down the drive so it can be removed

a1camT

Usage: Filesystem
Partition Type: W95 FAT32 (0x0b)
Partition Flags: -

Type: FAT (32-bit version)
Label: -

& Unmount Volume
Unmount the volume

&5 Check Filesystem
Check and repair the filesystem

© DeletePartition
Delete the partition

Device: /dev/sdct

Partition Label: —

Capacity: 4.1GB (4,089,118,720 bykes)
Available: -
Mount Point:  Mounted at /media/0718-0D94

# Format Volume
Erase or Format the volume

# EditPartition
" Change partition type, label and flags
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Disk Utility Beispiel 2

storage Devices Drive
I Local storage Model: Generic Flash Disk SerialNumber:  ABBFSOES
= markus@localhost
5] sATaostadaptr Firmware Version: 8.07 World Wide Name: —
(&) 6 series/C200 Se...A AHCI Controller Location: - Device: /dev/sde
[E3) 256 GB Solid-state Disk Write Cache: - Rotation Rate: -
= AT LITEONIT LCT-256 M35 .
o/DVD Drive Capacity: 4.1GB (4,089,446,400 bytes) Connection: USB at 480.0 Mb/s
\&J TssTeorp TSSTC...+/-RWTS-US33) | Partitioning: Master Boot Record SMART Status: ® Not Supported
(&) Peripheral Devices # Format Drive & SafeRemoval

USB, Firewire and other peripherals
Generic Ultra HS-SD/MMC
Generic Ultra HS-SD/MMC @5 Benchmark

Measure drive performance

e al
Erase or partition the drive Power down the drive soit can be removed

Volumes
e
a1ce
Usage: Unallocated Space Device:  /dev/sdc
Partition Type: — Capacity: 4.1 GB(4,089,446,400 bytes)

o Create Partition
Create a new partition

26/04/13 17
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Disk Utility Beispiel 3

storage Devices

I Local storase = Generic Flash Disk Serial Number:  ABBFSO0ES
markus@localhost X i !
) AT Host doter Firmware Version: 8.07 World wide Name: —
6 Series/C200 Se...A AHCI Controller | L ocation: . B Jdev/sdc
() 256 GB solid-state Disk write Cachy = Rotation Rate: =
_’ATA LTEONITILCT250M35 G ity: 4.1 GB (4,089,446,400 bytes) Connection: USB at 480.0 M
() €D/ brive apacity: -1GB (4,089,446,400 by . s
(&) TssTeorp TSSTe...+/-RWTS-U633) | Partitioning: Master Boot Recol Create e ppor
heral Devices i
# Format Drive
USE. Firewire andothr peripherls Eract o pattition the drive L
Generic Ultra HS-SD/MMC i e
Generic Ulra HS-SD/MMC ) Benchmark size:  o)/4.089GB |=
Volumes Type  |Exs B
This file system is compatible
with Linux systems only and
provides classic UNIX file
Usage: Unallocated Space permissions support.
Partition Type: — 00 by
g Create Partition
|7 Create a new partition ;
Name: [securestick
e R
Encrypt underlying device
—
| Cancel | || Create
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Email verschlisseln und signieren

= Public/Private Key System

* Public Key - darf éffentlich gemacht werden (website, pgp sever,..)
* Nachrichten die mit éffentlichem Schilissel verschlissel wurden kénnen nur
mit dazugehdrigem privatem Schiissel entschliisselt werden.

Thunderbird plugin: enigmail
PGP, GPG, sMime

26/04/13 19



PGP - Schisselgenerierung

Fier

Other Keys

Passwords | My Personal Keys

Name

Create New ...

[l Passwords: login
Select the type of item to create:

o | Stored Password
= safely store a password or secret.
Password Keyring
[l <ed to store application and network passwords
G=5 Secure Shell Key
Used to access other computers (e

~e PGPKey
Used to encrypt email and files

jia a terminal)

| cancel || continue |

= Applications -> Preferences -> Password and Keys

= Strg+ N

26/04/13
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PGP - Schlisselverwaltung

Passwords and Keys

File elp

Passwords My PersonalKeys = Other Keys
Name KeyID
@8 > Markus Tauber m.tauber@ich.at B4F90EA4

“+ Markus Tauber 611D0E92

Selected 1key

= export public key
* share it on key servers
* look for other keys on key servers

26/04/13 21



AUSTRIAN INSTITUTE
OF TECHNOLOGY

PGP - Schlisselverwendung

File Edit View Insert s OpenPGP Tools Help

i} send s g & openpcp - @ s/MIME - Rl save

m.tauber@icb.at OpenPGP Options (Enigmai

Identity: markus tauber <markus.tauber@ait.ac.at>

[ Enable OpenPGP support (Enigmail) For this identity

B =

Message Composition Default Options

| cancel |
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PGP - Email Signatur und Verschlisselung

File Edit Vi sert Format Options OpenPGP Tools Help

send | o spelling - ) Attach & smive - Rl save

: || & m.tauber@icb.at

: | |& marku it.ac.at

i Subject: | kest

] -
| Body Text < | | sans-serif :lhag aaa

test

e
s
il
e
d
a
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PGP - Verschiisselter Text
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From: | markus tauber <markus.tauber@ait.ac.at>

markus.tauber@ait.ac.at

. Status: Connected to 172.30.249.160...
grigEss Progress: D

| cancel

Charset: 1SO-8859-1
Version: GnuPG v1.4.11 (GNU/Linux)
Comment: Using GnuPG with undefined - http://www.enigmail.net/

hQIOASAZIgGMzwtQEAf+0zKhfn5/dGcpRcR8E8gmm +6jLFhAsdNsdktd BlyAPuni
WUAGCdISTARRCEESyj+aaGOycy3gul/QN3T 1pnrD2QVaM/Wst65VKolcGtNXZATp
ZR/Bb6anCoH3EQ2JFh&n8gXHig2cxQ+03ZryfS3LHe/IHHOb2uiBhtiZe WpxWKWIU
12p4nGGWLAORDCAKBG]3LHIPSYmKtwKkecvZ2Ipt7Y2kGBHbIB8bDYXFWPIIOXYmS
5m7bOX41)smjQBqCa7qxE6N0ud9eSObfQrPOCOywwXSWI/GQT+i0+/Ddn7WK1IWYB
+JN3kE/a+iUNaUkags6IUIkYLRWkwhDQWz43wYVTIQf+LUA7ivcPoaPmFxVATUdc
nn+aMZpfHnfn8HhGylzoslsQumFv5xq+xBI2YyH]9sKujSBPwWHEPtYs-+p10i/yas
1+Whu6CQfxgYetRpAB1ASNex8hcjBUT1pvuwFeFmUTqapakKoA+t6fu35K0tV0dG

26/04/13
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PGP - Entschliisselter Text

5 openpp DeCTYpted message; Good signature from Markus Tauber <markus tauber@ait.ac.at>

Key ID: 0xB4F90EA4 / Signed on: 04/24/2013 02:37 PM Details v
From Me <markus.tauber@ait.ac.at>+ N % Reply || = Forward || & Archive | | @ Junk | ® Delete

Subject test [o] & 0237PM

Other Actions v

To Me <m.tauber@icb.at>7r, Me <markus.tauber @ait.ac.at>.1

test
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Ende

Linux Anwender-Security

Dr. Markus Tauber
markus.tauber@ait.ac.at
26/04/2013
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Oder doch nicht?..:)

Bonus Slides



Everyone has WLAN

= WEP is outdated
= Hide SSID (private vs. enterprise)

= Provide conectivity only where
needed

26/04/13
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Company Area
Wired T \ 7/“5
LAN’[' - /ﬁ\ ) (\( Im.errlel})
L

Wireless
LAN
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Using a nonstandard desktop is worth its weight in gold

Not only do the alternative desktops (Enlightenment, Blackbox, Fluxbox, etc.)
give you a whole new look and feel for your PC, they offer simple security
from prying eyes you may never have thought of. | have deployed Fluxbox on
kiosk machines when | wanted a machine that could do one thing: Browse
the network. How do you do that? Simple. Create a single mouse menu (or
desktop icon) for the application you want to use. Unless the user knows how
to get back to the command line (by logging out or hitting Ctrl-Alt-F*, where *
is a desktop other than the one you are using), they will not be able to start
up any application other than the one offered. Since most users have no idea
how to move around in these desktops anyway, they aren’t going to have the
slightest idea how to get to your files. Simple pseudo-security.
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Installing virus protection is actually useful in Linux

Believe it or not, virus protection in Linux has its place. Of course, the
chances of a virus causing problems on YOUR Linux machine are slim to
none. But those e-mails you forward to others’ Windows machines could
cause problems. With a good virus protection (like ClamAV), you can ensure
that e-mail going out of your machine doesn’t contain anything nasty that
could come back to haunt you (or your company).
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Creating /home in a separate partition is safer

The default Linux installation places your /home directory right in the root of
your system. Sure, this is fine, but 1) it's standard, so anyone gaining access
to your machine knows right where your data is and 2) if your machine goes
down for good, your data might be gone. To solve this problem, you can place
/home on a different hard drive or partition all together (making it a partition in
and of itself). This is not a task for the weak of heart, but it is one worth
employing if you're uber-concerned about your data.
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Installing file-sharing applications is a slippery slope

| know many Linux users are prone to file sharing. If you want to run that risk
at home, that’s your call. But when at work, you not only open yourself (or
your company) up to lawsuits, you open your desktop machine up to other
users who might have access to sensitive data on your work PC. So as a
rule, do not install file-sharing tools.



The end
Really the very end.
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